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Policy for Privacy - ORRE 
Ocean Reef Renewable Energy 

 
 CE-ORE-AM-NA-POL-000001 & Revision 0 

 

 
1. Introduction  

 

Ocean Reef Renewable Energy Genco Pty Ltd (ACN 663 111 082) and its related bodies 
corporate (ORRE, us, we, our) are committed to providing quality services to our 
customers.  

 

This Privacy Policy (Policy) outlines our ongoing obligations to you regarding how we 
collect, use, disclose, store, secure, and dispose of personally identifiable information. 

 

This Policy is available free of charge and in such form as is reasonably appropriate.  

 

ORRE is bound by the Privacy Act 1988 (Cth) (Privacy Act) and will handle personal 
information in compliance with the Australian Privacy Principles (APPs) contained in the 
Privacy Act.  

 

ORRE is also classified as a credit provider for the purpose of the Privacy Act, which 
means it must comply with additional credit reporting rules in relation to personal 
information in addition to, or instead of, any relevant APPs. This Policy includes 
information about our management of credit-related personal information in compliance 
with the Privacy (Credit Reporting) Code 2014 (Version 2.3). 

 

If you have any questions, comments, requests or concerns, please contact us: 
 

(a) by telephone: 08 9416 2026  
 

(b) by email: CustomerService@OceanReefRenewableEnergy.com.au 
 

(c) by post: 52 Belmont Ave, Rivervale, Western Australia 6103 

(d) by web: https://oceanreefrenewableenergy.com.au/complaints  
 

  

mailto:CustomerService@OceanReefRenewableEnergy.com.au
https://oceanreefrenewableenergy.com.au/complaints
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2. Your consent 

If you do not provide us with your personal information, we may not be able to provide 
you with our services, communicate with you or respond to your enquiries. 

 

If you do provide us with your personal information, you consent to us collecting, holding, 
using and disclosing (and otherwise handling) your personal information in accordance 
with this Policy. 

 
3. What is personal information? 

Personal information is any information or an opinion about an identified individual or an 
individual who can be reasonably identified from the information or opinion. Information 
or an opinion may be personal information regardless of whether it is true.  

 

Personal information includes:  

(a) Sensitive information: Information or an opinion about an individual’s health or 
genetic information (and aspects of biometric information), racial or ethnic origin, 
political opinions or associations, religious or philosophical beliefs, trade union 
membership or associations, sexual orientation or practices and criminal record.  
The Privacy Act affords sensitive information a higher level of privacy protection 
than other personal information.   

(b) Credit information: Information (other than sensitive information) relating to an 
individual’s credit.  

 

References to personal information in this Policy include sensitive information and credit 
information, unless specified otherwise. 

 

Personal information relating to the employment of staff as defined under the Privacy Act 
as employee records is generally exempt from the Privacy Act and this Policy does not 
apply to such information. If you are a current or former employee, employee records 
relate to your employment with us and include associated personal information.  Please 
refer to your contract of employment for more information.  
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4. What information do we collect? 

In the ordinary course of business, we may collect information from:  

(a) customers and potential-customers (including customers and potential customers 
of electricity supply and customers of our solar generation program) and their 
representatives, guarantors or related persons; 

(b) staff, contractors and suppliers; and  

(c) other people who come into contact with us in the ordinary course of business. 

 

The types of personal information we collect will depend on the nature and purpose of 
our interaction with each person, and includes (without limitation):  

(a) contact details, including address, phone numbers or email address 

(b) personal or business details, including name, date of birth and gender / pronoun 
preference;  

(c) identification details, including ABN/ACN, business name, driver’s licence or other 
identification details; 

(d) financial details, including payment and billing information; 

(e) credit reporting details, including, credit eligibility or credit worthiness data, 
serious credit infringement, repayment history information, information derived 
from credit reporting information; 

(f) transactional details, including the date you contracted with us and transaction 
history;  

(g) product and service usage details, including metering data, electricity use and 
consumption (daily, hourly, or real-time), peak usage times, patterns of usage, 
and other network or metering related purposes and assets; 

(h) demographic details, including household or commercial lot size, type of premises 
(e.g. house, apartment, commercial lot), ownership status (e.g. owner or renter); 

(i) technical details, including IP address, the types of devices you are using to 
access the website, device attributes, browser type, operating system and the 
other pages you have visited;  

(j) related party details, including details of other authorised contacts who may 
interact with us on your behalf; and  

(k) for contractors – business and work-related information. 
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We may also collect sensitive information that you provide to us, with your consent. For 
example: 

(a) if we have been notified that a health-related appliance (which requires an 
uninterrupted electricity supply) is used at your premises; 

(b) if you make a concession, domestic violence claim or hardship request; 

(c) for safety and security purposes including to ensure the safety and wellbeing of 
the general public, our customers, staff and any individuals working on site 
(including to record details of any health or safety incidents or accidents).  

 

If you provide us with personal information about another person (e.g. your authorised 
representative or other people residing at your premises), please make sure that you tell 
them about this Policy and obtain their consent before providing us with their information.  

 

5. How do we collect your personal information? 

Generally, we will collect your personal information directly from you (e.g. when you call 
or email us).  This ensures that you know the information is being collected about you 
and you have some control over what information is collected. 

 

However, we also collect your personal information from other sources in circumstances 
where: 

(a) you have consented to such collection;   

(b) it is unreasonable or impractical to collect the information directly from you; 

(c) you would reasonably expect your personal information to be collected from 
another source; 

(d) where the collection is authorised by law (e.g. we are authorised by the Electricity 
Industry (Metering) Code 2012 (WA) and Electricity Industry (Customer 
Contracts) Regulations 2005 (WA) and under our standard form contract to collect 
acceptable customer identification information as a precondition to entering into 
a standard form contract). 
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Examples of the ways we may indirectly collect personal information are: 

(a) when we undertake energy audits and assessments at your premises; 

(b) when we engage with government agencies and regulatory bodies for the purpose 
of regulatory reporting and compliance; 

(c) when we engage with third parties to undertake our normal business activities 
(e.g. your authorised representatives, our agents, service providers and business 
partners and credit reporting bodies);  

(d) during our technical monitoring activities (e.g. network and system performance, 
logs and diagnostics from smart grid infrastructure); 

(e) incidentally when we monitor and maintain our assets (e.g. using automated 
technology); and/or 

(f) when we use publicly available sources (e.g. websites). 

 

We may also collect information about how you access, use and interact with our website 
or social media platforms in order to create a better user experience and optimise 
customer engagement and feedback. We do this by using a range of tools. This 
information may include technical data, which may include IP address, the types of 
devices you are using to access the website, device attributes, browser type, operating 
system and the other pages you have visited.  

 

We use cookies on the website. A cookie is a small text file that the website may place 
on your device to store information. We may use persistent cookies (which remain on 
your computer even after you close your browser) to store information that may speed up 
your use of our website for any of your future visits to the website. We may also use 
session cookies (which no longer remain after you end your browsing session) to help 
manage the display and presentation of information on the website. You may refuse to 
use cookies by selecting the appropriate settings on your browser. However, please note 
that if you do this, you may not be able to use the full functionality of the website. 

 

We also use third-party websites to connect with you and for information sharing 
purposes, such as Facebook, Instagram and LinkedIn. Please read any terms and 
conditions and privacy policies that apply to those third-party websites to ensure you 
understand and agree to the way your personal information will be when using those 
social media platforms to interact with us.  We are not responsible for the collection and 
use of personal information of the relevant third parties.  Please refer to our Website 
Terms and Conditions for more information.  
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6. Why do we collect, hold and use your personal information? 

We will use or disclose personal information (including sensitive information) for the 
purposes for which it was collected, and for secondary purposes if:  

(a) you (or your authorised representative) consented; or 

(b) we are required or authorised under law or court/tribunal order. 

 

We may also use and disclose personal information in circumstances where a person 
would reasonably expect us to use it for a secondary purpose (e.g. service management, 
administration, billing, audit and quality assurance, accreditation, incident monitoring). 
This can be either directly related to the primary purpose (for sensitive information) or 
related to the primary purpose (for other personal information). 

 

We will only collect personal information that it is reasonably necessary for the 
performance of one or more of our functions and activities. ORRE’s primary functions 
and activities include (without limitation):  

(a) offering or providing customers with products and services; 

(b) communicating, responding and dealing with enquiries, concerns and complaints, 
and recording and analysing customer feedback; 

(c) developing product and service improvements (e.g. managing service 
connections and disconnections, tracking energy consumption patterns, 
developing detailed usage reports); 

(d) identifying opportunities for energy savings and efficiency improvements, and 
quality control (e.g. analysing usage data to improve grid reliability and efficiency, 
developing and optimising energy programs and initiatives and conducting market 
research to understand customer needs);  

(e) managing, planning and forecasting energy supply needs (e.g. implementing 
demand response programs and enhancing grid management and load 
balancing); 

(f) protecting against unauthorised access and fraud and ensuring the security of 
customer information and systems (e.g. monitoring for suspicious activities and 
potential threats); 

(g) supporting the Smart Grid and Smart Home integrations (e.g. facilitating the use 
of smart meters and connected devices, enabling advanced energy management 
solutions and supporting the integration of renewable energy sources and 
technologies); 
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(h) managing and maintaining business and administrative operations (e.g. 
recruitment, account management, billing and record keeping functions; 

(i) assisting customers with their health and safety (including support for mental 
capacity, health-related appliance, financial hardship, domestic violence); 

(j) delivering on our legal and regulatory obligations and assisting government 
bodies and law enforcement agencies; and 

(k) developing marketing and community engagement opportunities and other 
customer relationship purposes. 

 

To the extent permitted by law, we also collect, hold and use credit-related information in 
order to: 

(a) assess an individual’s credit worthiness and undertake other credit related risk 
assessments; 

(b) manage the provision of credit and credit arrangements; 

(c) manage the collection of payments that are overdue; 

(d) identify and prevent fraudulent activity;  

(e) collect overdue payments; 

(f) manage and assess applications, enquiries and concerns (including in relation to 
assisting with financial hardship and avoiding defaults); and 

(g) participate in the credit reporting system. 

 

We will never commercialise or sell your personal information.  However, if ownership or 
control of all or part of our business changes, we may transfer your personal information 
to the new owner.  

 

7. Do we collect unsolicited personal information? 

If we receive personal information which we did not request, we will determine whether it 
is appropriate for us to collect the information for the purpose of providing you with our 
products and services (or another reason as listed in Item 6 (above). 

If we determine that it is not appropriate (or we are not lawfully permitted) to collect that 
personal information, we will, as soon as practicable, destroy the information or ensure 
that it is permanently de-identified. 
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If we determine that it is appropriate for us to collect the personal information, we will 
ensure that the information is handled with in a manner that complies with this Policy. 

 

8. Who do we disclose your personal information to, and why? 

We may disclose your personal information to others where you have expressly 
consented to the disclosure, or your consent may be reasonably inferred from the 
circumstances.  Your consent may be inferred for disclosures made in the ordinary 
conduct of our business. 

 

We may transfer or disclose your personal information to third parties that we engage, or 
we are engaged by, in the conduct of our business. These third parties include (without 
limitation):  

(a) software and IT service providers to support technology infrastructure and data 
management needs; 

(b) third-party manufacturers and service providers of Smart Home Devices to enable 
functionalities like remote energy management and monitoring; 

(c) consultants and contractors who deliver energy efficiency services and 
recommendations; 

(d) meter reading and maintenance contractors; 

(e) call centre providers and customer service platforms to handle inquiries, 
complaints, and support requests;  

(f) marketing and advertising agencies;  

(g) billing, mailing and logistics providers; 

(h) professional advisors (e.g. lawyers, business adviser and auditors);  

(i) other businesses with whom we have commercial relationships or who are 
involved in providing or administering our products and services (e.g. other energy 
providers that provide, or are considering providing, products, service and/or 
credit to you); 

(j) financial institutions;  

(k) third parties to whom we assign your debt or that you or we ask to act as guarantor 
of any credit provided to you; 
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(l) firms that analyse customer feedback and usage patterns to improve service 
delivery; 

(m) in the case of customers subject to an “Opt-In Agreement” with us in relation to 
the placement of our solar panels and related infrastructure on your roof space:  

(i) Personal Property Securities Register as part of any registration of title 
and interests in the Roof Top Solar Installations; 

(ii) your successor in title, tenant or future occupier of the premises;  

(n) nominated persons where a dispute arises; 

(o) our related bodies corporate;  

(p)  government and/or regulatory authorities (where required or authorised by law); 
and 

(q) ORRE’s related bodies corporate. 

 

We may also disclose your personal information to others if we are required or authorised 
by law to do so. 

 

To the extent permitted by law, we also disclose credit-related information to credit 
reporting bodies (who are Australian entities or have an Australian link), whether before, 
during or after the provision of credit, to:  

(a) obtain creditworthiness information about you, including credit reports; and 

(b) report defaults. 

 

Please note, you can ask a credit reporting body to:  

(a) not use or disclose the credit information they hold about you if you believe that 
you have been, or are likely to be, a victim of fraud; or  

(b) not use the credit information they hold about you to assess whether we can send 
you marketing communications. 

 

If you wish to make either of these requests, you will need to contact the relevant credit 
reporting body at the details set out above. 
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9. Do we disclose personal information to overseas recipients? 

 

We may transfer personal information to service providers located overseas.  In such 
circumstances, we will take reasonable steps in the circumstances to ensure the 
overseas recipient is contractually bound to comply with the APPs unless the recipient is 
subject to privacy related legal obligations which are substantially similar to the Privacy 
Act. 

 

We may also disclose personal information to an overseas recipient, if: 

(a) you have provided your consent to such disclosure; or 

(b) we are required or authorised to make such disclosure by law. 

 

10. Do we use your personal information for marketing? 

 

We may use or disclose personal information (excluding sensitive information and credit-
related information) for marketing or promotional information in relation to the products 
and services we offer, if: 

(a) we collected the information directly from you; 

(b) you have consented to, or would reasonably expect us to, use or disclose the 
information for that purpose; and 

(c) you have not opted-out in receiving fundraising or marketing communications 
from us by following the opt-out instructions provided in the communication. 

 

This may take the form of email, SMS, mail or other forms of communication, and will 
comply with our obligations under the Law.   

 

If you previously consented to receive marketing communications from us, you can 
change your mind at any time by contacting us on the contact details set out under Item 
1 (above). 
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11. How do we store and hold personal information? 

At all times we will take reasonable steps to ensure that personal information we hold is 
protected from misuse, interference and loss and from unauthorised access, modification 
or disclosure. 

 

We store most information about you in computer systems and databases operated by 
either us or our external service providers. Some information about you is recorded in 
paper files that we store securely. 

 

Our current security processes and measures include: 

(a) storing electronic information on a server based in Australia; 

(b) storing hardcopy information on secure premises only accessible by authorised 
staff and contractors; 

(c) requiring all staff and contractors to comply with internal information security 
policies and keep information secure; 

(d) limiting access to systems on which information is processed and stored and 
segregate user access as required to carry out their role; 

(e) ensuring all external email communications sent from ORRE are encrypted;  

(f) require all staff ad contractors to periodically reset passwords; 

(g) use multi-factor authentication for access to business systems; 

(h) use anti-virus protections and ensure operating systems, browsers and plugins 
are up to date with patches and fixes; 

(i) monitoring and regularly reviewing our third-party providers (including cloud 
computing) to ensure compliance with the APPs;  

(j) ensuring our staff and contractors are bound by non-disclosure agreements 
regarding the protection of personal information; 

(k) monitoring and regularly reviewing our practise against our own policies and 
against industry best practice. 
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12. When do we delete records containing personal information?  

 

Generally, we retain our records:  

(a) until no longer required for the purposes for which it was collected (or for any 
secondary purpose permitted or authorised by law); 

(b) for a minimum of 7 years; or 

(c) as required by law (noting that some laws require us to retain some records 
indefinitely). 

 

As appropriate we will take all reasonable steps to destroy, delete or permanently de-
identify it in line with our Retention and Destruction Policy which comply with applicable 
law. 

 

13. What happens if the personal information is subject to a data breach?  

 

In the event personal information held by us has been accessed, disclosed without 
authorisation, or is lost, we will take immediate action to contain, assess and remediate 
the incident in accordance with our Data Breach Response Plan.  

 

Should we determine that a data breach is likely to cause serious harm to an individual 
to whom the relevant information relates, we will promptly notify the individual and any 
relevant regulators about the breach (unless the law requires or authorises otherwise).  

 

14. How do we maintain the quality of personal information? 

 

As a matter of practice, when we receive personal information, we will ask reasonable 
questions to verify the accuracy of the information.   

 

If, having regard to the purpose for which it is held, we are satisfied that personal 
information we hold is inaccurate, out-of-date, incomplete, irrelevant or misleading, or if 
the individual about whom the information relates makes a request, we will take 
reasonable steps to correct the information.  The reasonable steps that we may take 
include: 
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(a) ensuring that updated and new personal information is promptly added to relevant 
existing records; and 

(b) reminding individuals to update their personal information when we engage with 
them. 

 

Where we have identified that we have disclosed credit-related information to a credit 
reporting body, which is not accurate, up-to-date and complete, we will soon as 
practicable notify the credit reporting body. 

 

15. How can you access the personal information we hold about you? 

 

Any records created by us are owned by us.  However, you have the right to access the 
records we hold to the extent it reasonably identifies you.  

 

Such requests should be made in writing and submitted via the contact details set out 
under Item 1 (above).  Your written request to access personal information should 
include:  

(a) your contact details;  

(b) whether the personal information relates to you or another person (with authority); 

(c) what information you are seeking access to (including dates, location, subject 
matter or any other information that will help identify the information you seek);  

(d) outline the reason you wish to access this information; 

(e) your preferred method and form of the information (including any accessibility 
requirements);  

(f) any other information that will assist us in reviewing and responding to the 
request.  

 

Prior to responding to the request, we are required by law to verify your identity.  We will 
only progress the request if we are satisfied that the request is made by the person to 
whom the information relates, or by another person who is authorised to make a request 
on their behalf. 

 

Within a reasonable period (usually 30 days from the date the request was made), we 
will provide you with access to the information in the manner requested, providing such 
access is reasonable and practicable. 
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We are permitted to refuse a request to access personal information in certain 
circumstances.  If we refuse to give access to requested information, we will either:  

(a) consult with you to seek more information and/or take such steps (if any) that are 
reasonable in the circumstances; or  

(b) provide you with a written notice setting out our reasons for refusing access 
(unless it is inappropriate or unreasonable to provide the reasons) and the 
external dispute resolution options available to you.  

 

We may charge reasonable fees to cover our costs to respond to your request for 
personal information, including third party costs such as postage costs. The fees will be 
determined on a case-by-case basis, and we will inform you of the likely fees before they 
are incurred. 

 

16. How can you access or correct the personal information we hold about you? 

 

Any records created by us are owned by us.  However, you have the right to request us 
to correct the personal information within our records that identifies you.   Such requests 
should be made in writing and submitted via the contact details set out under Item 1 
(above). 

 

Please note, in order for us to deal with a request to correct or update personal 
information, we will need to verify your identity. We will endeavour to deal with correction 
requests within 30 days.  

 

We will only refuse to correct personal information in accordance with our obligations 
under the Privacy Act.  Where we refuse a request to correct personal information, we 
will provide a written notice to the requestor setting out: 

(a) the reasons for the refusal (except where it would be unreasonable to provide the 
reasons); 

(b) the mechanisms available to complain about the refusal;  

(c) any other matter prescribed by the regulations; and  

(d) offer to insert a statement into the relevant record identifying the requestor’s 
statement that the information is inaccurate, out-of-date, incomplete, irrelevant or 
misleading. 

 

If we agree to correct the relevant personal information, we will take reasonable steps to 
notify any third party to whom we had previously disclosed the information, if the 
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individual about whom the information relates requests it and it is not unlawful or 
impracticable for us to do so. 

 

We will not charge fees for requests for the correction of personal information or for 
associating the statement with the personal information. 

 

17. How can you make a complaint? 

 

If you have a complaint about the way in which we have handled your personal 
information in compliance with applicable law, dealt with a privacy issue (including a 
request for access or correction of your personal information) you should contact us on 
the contact details set out under Item 1 (above). 

 

The following information should be included in your written compliant:  

(a) your name; 

(b) your preferred contact details;  

(c) a clear description of your complaint/concerns; and 

(d) any supporting materials.  

 

Once we have received your complaint, we will take steps to investigate the issues raised 
and endeavour to respond to you within a reasonable period of time (usually 30 days).   

 

In response to your complaint, our Privacy Officer (or other relevant officer) will contact 
you by telephone or in writing to:  

(a) ask for more information about your complaint; 

(b) notify you of the outcome of our investigation; or 

(c) arrange to meet with you to discuss the complaint. 

 

If you are unsatisfied with the way we have handled a privacy issue or your complaint, 
the following steps may be available to you:  
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(a) approach an independent advisor for guidance on alternative courses of action 
which may be available; and/or 

(b) lodge a formal complaint with the Office of the Australian Information 
Commissioner, via:  

Post: GPO Box 5218 Sydney NSW 2001  

Phone: 1300 363 992  

Email: enquiries@oaic.gov.au  

Web: https://www.oaic.gov.au/privacy/privacy-complaints/  

 

18. Changes to this Policy 

 

From time to time, we may change this Policy on how we handle personal information or 
the types of personal information which we hold. Any changes to this Policy will be 
published on our website. 

 

You may obtain a copy of our current Policy from our website or by contacting us on the 
contact details set out under Item 1 (above). 

 

 

19. APPROVAL AND REVIEW: 
 

 
This policy has been approved by the Managing Director of Zenith on 04/09/2024. 
 
 
The policy will be reviewed periodically and updated as necessary. 

 

 

https://www.oaic.gov.au/privacy/privacy-complaints/

